Agenda Item No. 12b

To: Joint Audit Committee

Date: 24 March 2016

By: Chief Internal Auditor

Title: Internal Audit Update Report 2015-16

Purpose of Report: The purpose of this report is to give an opinion on
the adequacy of Sussex Police/Office of Sussex Police & Crime
Commissioner’s control environment as a contribution to the proper,
economic, efficient and effective use of resources. The report covers the
audit work completed from 1% April 2015 to 29" February 2016 in
accordance with the Internal Audit Strategy for 2015/16.

Recommendations
Members of the Committee are asked to:

Note the Chief Internal Auditor’s findings to date and gain assurance
from Officers that key issues raised are being addressed.

1. Introduction

1.1 The 2015/16 audit plan, agreed by the Joint Audit Committee in
March 2015, contained a series of targets in terms of audit work to
be completed during the year. This report sets out a summary of
the audit work carried out to date as part of the audit plan.

1.2 A summary of the agreed planned audit coverage for 2015/16 is
shown below.

2015/16

Core Systems 67
PCC Audit Reviews 25
CC Audit Reviews 68
Computer Audit Reviews 20
Establishment Visits 20
Discretionary Project Work 30
Other Work & Client 32
Management

Total 262




2015-16 Progress

2.1

Core Systems

The majority of compliance work on core financial systems (67 days
planned) is scheduled for the final quarter to ensure transactions
and processes tested covers the majority of the financial year.

The core systems for Sussex Police are considered to be:

| System _________________| Days | Status/Opinion

Payroll* 15 Work in progress
Accounts Payable 6 Draft (satisfactory)
Accounts Receivable* 10 Satisfactory
Capital Asset Management 5 Work in progress
Procurement/Corporate Credit Cards 5 Substantial

Main Accounting System 13 Draft (satisfactory)
Capital Accounting/Payments 3 Substantial
Treasury Management 2 Substantial
Pensions 6 Work in progress
SAP Access Control & User Account 2 Draft (satisfactory)
Management

* indicates systems review in addition to compliance testing

Accounts Receivable

A cyclical systems review concluded a positive audit opinion
confirming effective controls in respect of debtor accounts and debt
management. Accounts were set up promptly and accurately, and
there was an effective debt recovery process in operation. Two
medium priority recommendations were made relating to an
amendment to the credit note request form, and with the
maintenance of the aged debtor list.

Procurement Cards

Compliance testing has been completed on the use of procurement
cards. The review received substantial assurance, with controls
relating to authorisations, monitoring and accounting all operating
effectively.

Treasury Management

Core testing provided substantial assurance. It found that;

« cash flow information was accurate and complete,

« investment/borrowing decisions were appropriate and to the
maximum benefit of the cash flow,

« payments were appropriately authorised and made accurately
only for bona-fide transactions, and

« treasury management transactions were accurately reflected
in the accounting system



2.2

Capital Accounting/Payments

The audit identified that all capital expenditure is approved,
monitored and controlled. In additional, all capital payments tested
are recorded in the correct year and are appropriately authorised.

Three projects are at draft report stage and are awaiting client
response, with a further three audits in progress as planned, with a
planned completion date of March 2016. Provisional opinion ratings
are shown in the table above and will be reported to this Committee
in June.

PCC Audit Reviews

The current status of the work planned (25 days) for 2015/16 is
detailed below:

| System | Days | Status/Opinion

Police & Crime Plan 10 Satisfactory

PCC Partnerships & Grant 10 Work in Progress
Administration

PCC Office Financial Administration 5 Satisfactory

Police & Crime Plan

The audit found that there were robust governance controls in place
for monitoring the delivery of the police & crime plan, with
supporting information being accurate, timely and reliable.

Although deliverables were clearly linked to four key objectives, in
the area of Crime & Community Safety the four individual
community priorities did not have separately defined measures.
Instead, these were measured by the single measure of the number
of crimes reported per 1000, with the intention of reducing this
number. This also appeared to contradict another key objective i.e.
the measure of public confidence, which should see an increase in
the number of crimes reported.

An audit review of the arrangements for the administration of
partnerships & grants is currently being undertaken and is due to
be completed by March 2016. Further details will be provided at the
next committee.



2.3

CC Audit Reviews

The current status of the work planned (68 days) for 2015-16 is
detailed below:

| System | Days | Status/Opinion

Interpreter & Medical Examiner Fees 10 Satisfactory
Firearms Licensing - Collaboration 10 Work in Progress
Estates Management 15 Satisfactory
Anti-fraud & Corruption 3 Satisfactory
Safer Sussex Roads Partnership 10 Satisfactory
Fleet Management - Collaboration 10 Satisfactory
Procurement - Collaboration 10 Satisfactory

A summary of finalised findings not previously reported to this
committee is shown below.

Estates Management

Generally, the audit found there were good controls in place for the
monitoring and control of translation and interpreter fees. Custodial
expenditure incurred at the PFI Custody Suites run by the
contractor were managed and monitored. Non-custodial
expenditure contracts are monitored by central procurement and
through budgetary control and procurement arrangements.

The audit identified a number of minor weaknesses in the
authorisation of payments process and with the completion of
supporting evidence for non-custodial expenditure. These are being
addressed.

Procurement Collaboration

The audit concluded that there was a substantial level of internal
control in place. The reasons for the opinion given are:

Procurement services across Surrey and Sussex Police Forces are
fully collaborated within a single team, the Joint Procurement
Service. To support this structure, Contract Standing Orders (CSOs)
are identical for the two Forces. This establishes a common
tendering threshold that requires contracts with a whole life cost
over £50K to be tendered competitively.

All tenders are conducted using the Bluelight e-tendering portal and
supported by the Joint Procurement Service. Where the contract
value will exceed £500K goods and services or £50K for consultancy
requirements approval through the Joint Procurement Board (JPB)
is necessary before the work can proceed.

The audit provided satisfactory assurance, although there were a
number of recommendations, specifically the need to update the
central database, and to confirm whether there were contracts in
place for 10 of the top 100 suppliers. There was one high
recommendation, the details of which are shown in Appendix C.



2.4

2.5

2.6

An audit of firearms licencing is currently in progress and should be
completed by the end of March. The results of this review will be
reported back at the next committee.

Computer Audit Reviews
The status of work planned for 2015/16 is detailed below:

| System | Days | Status/Opinion

Contract Management 10 Draft (satisfactory)
BT Contracts 10 Draft (satisfactory)

Both reviews are currently at draft report stage. The confirmed
results of these reviews will be reported in June.

Establishment Visits

Two thematic visits to stations have been undertaken. These
related to money handling arrangements and asset management.
The results of these have been reported previously and both
received a satisfactory opinion.

Project Work
Review work is undertaken at the request of the Chief Finance

Officer (PCC) and the Director of Finance (CC). The programme for
2015/16 comprises the following work:

| Review | Days | Status/Opinion

Fees & Charges (to be confirmed) 10 Deferred to 2016/17 plan
Section 22A/23 Arrangements - Pre- 5 Complete
Implementation

Ethical Governance 15 Substantial

Information Governance - Policy Review 5-10 N/a

(consultancy)

Section 22A/23 Arrangements

Internal Audit has been asked to provide technical support and
commentary for the next phase of collaborative working in relation
to the further integration of IT, HR and financial services.

Information Governance - Policy Review

A review of Fees & Charges has been replaced by a project
designed to support the OSPCC with a review of their own
information policies and governance arrangements. This review will
help develop an approach or methodology that can be used assess
and amend key IT policies as they apply to the OSPCC, utilising
work that has already been undertaken by Sussex Police and other
bodies.



Follow Up of Previous Audit Recommendations

An analysis of all recommendations made during the 2014/15
together with the status of recommendations made plan is shown in
Appendix B (table 1).

Of the 56 recommendations made on audit reviews and the annual
core financial systems compliance testing, carried out as part of the
2014/15 audit plan, a significant humber of the recommendations
made have been implemented (95%) and work is in progress to
address the remaining 3 items that relate to IT Business Continuity.
A summary of the outstanding recommendations is shown in
Appendix D.

In terms of 2015/16 recommendations, a total of 71
recommendations have been made so far with a further 7 audits
still to be formally issued. One recommendation relating to fraud
and corruption was made redundant following further review by the
client. This involved a recommendation for the introduction of a
‘restraint of trade clause’ into future procurement contracts, and
this was later considered as being contrary to the principles of
Article 45 of the Treaty on the Functioning of the European Union
and are therefore unlawful.

Collaboration Reports

Surrey Police internal auditors (Baker Tilley) are scheduled to
undertake a number of audits that relate to areas of collaboration,
the outcome of which may impact on Sussex Police forces. A list of
these is detailed below, together with an anticipated date of final
report issue.

| Review | Report Date | Status/Opinion

Risk Management March 2016 Not started

Governance December2015 Draft report issued
March 2016

Legal / Insurance December2015 Draft report produced still
March 2016 awaiting finalisation

Gavin Jones

Chief Internal Auditor
0330-2223348
gavin.jones@westsussex.gov.uk



Appendix A

Standard Definitions — Audit Opinions

Substantial
Assurance:

Satisfactory
Assurance:

Limited
Assurance:

No
Assurance:

There is a sound system of control designed to achieve
the objectives. Compliance with the control process is
considered to be of a high standard and few or no
material errors or weaknesses were found.

While there is a basically sound system, there are
weaknesses, which put some of the system objectives
at risk, and/or there is evidence that the level of non-
compliance with some of the controls may put some of
the system objectives at risk.

Weaknesses in the system of controls are such as to
put the system objectives at risk, and/or the level of
non-compliance puts the system objectives at risk.

Control is generally weak, leaving the system open to
significant error or abuse, and/or significant non-
compliance with basic controls leaves the system open
to error or abuse.



Appendix B

Analysis of Follow-up of Internal Audit Recommendations

Audit Assurance Actioned Outstanding
Opinion Recommendations Recommendations | Percentage
Total [ H] M| L|/H] M| L] R
Table 1
2014 / 2015 Audit Total H M L M L R
Payroll Satisfactory 2 2
Accounts Payable Satisfactory 2 2
Accounts Receivable Satisfactory 4 3 1
Capital Asset Management Substantial 0
Budgetary Control Substantial 1 1
Procurement Cards Substantial 1 1
Main Accounting Systems Satisfactory 3 2 1
Capital Accounting Substantial 0
Treasury Management Substantial 0
Pensions Satisfactory 6 6
SAP Security Satisfactory 3 1 2
Decision Making Substantial 2 2
PCC Partnership & Grants Satisfactory 6 4 2
Phase 2 Transition Substantial 0
Overtime Substantial 0
Recruitment & Pre-Employment Satisfactory 2 2
Gross Payments to individuals Satisfactory 2 2
Risk Management Satisfactory 4 4
Collaborative Working Satisfactory 5 2 3
Information Governance Limited 5 1 4
IS Business Continuity Satisfactory 6 2 1 2 1
Allowances Satisfactory 2 2
Total 2013/14 56 1 30 22 2 1 950/,
Table 2
2015 / 2016 Audit Total H M L M L
OSPCC - Financial Administration Satisfactory 4 3 1
Interpreter & Medical Fees Satisfactory 7 2 1 3 1
Ethical Governance Substantial 0
Estates Management Satisfactory 3 3
Anti-Fraud & Corruption Satisfactory 1
Sussex Safer Roads Satisfactory 5 2 1 2
Fleet Management Satisfactory 8 5 1 1 1
Money Handling Arrangements Satisfactory 4 1 2 1
Asset Management Satisfactory 9 6 3
Police & Crime Plan Satisfactory 5 2 3
PCC Partnerships & Grant Admin WIP
Procurement Satisfactory 5 3 1
Firearms Licensing WIP
Payroll WIP
Accounts Payable Draft 6 6
Accounts Receivable Satisfactory 2 2
Capital Asset Management WIP
Procurement Cards Substantial 6 5 1
Main Accounting Draft 3 3
Capital Accounting/Payments Substantial 0 n/a
Treasury Management Substantial 0 n/a
Pensions WIP
SAP Access Draft 3 2 1
Contract Management WIP
BT Contracts Draft
71 0 13 4 40 12 1
Total 2015/16

I 100% Actioned

H - High Priority

I More than 70% Actioned ]

M - Medium Priority

L - Low Priority

“ Less than 70% Actioned

R - Rejected/Redundant/Replace



APPENDIX C

High Recommendation — Procurement Audit

1. Outstanding Audit Recommendations

High Baker Tilly carried out an Internal Audit of Procurement on behalf of Surrey Police, issuing a final report in The outstanding recommendations from
March 2015. This made 2 High, 2 Medium and 3 Low Priority recommendations. The High and Medium the Baker Tilly audit review issued in
recommendations included updating strategy, developing performance monitoring and presenting a risk March 2015 are implemented.

register. As these elements, noted as lacking, are fundamental to an effective Procurement function full
assurance cannot be given until they are in place.

Of the High and Medium priority recommendations made, one High and two Medium remain outstanding.
These have been given an implementation date of January 2016 pending the appointment of a new Head of
Joint Procurement. This has now happened.

Key elements of an effective Procurement function are not in place. This includes ineffective procurement monitoring.

Action Proposed Responsible Officer

Outstanding actions — 1 high refers to Strategy documentation, 2 Medium refers to Performance monitoring = Head of Procurement, Surrey Police May 2016
and implementation of a risk register.

New Head of Procurement to review and address by the new deadline May 2016 as original date of
January 2016 is not realistic as this appointment has only recently been filled.



Outstanding Recommendations

Recommendation

Information Governance

Action

Implementation
Date

Medium priority

Management should help ensure that the IT
Infrastructure refresh investment programme is
completed ASAP so that the Infrastructure risk
assessment can be completed / updated

IT are working with resource and budgetary
constraints across multiple concurrent projects,
the successful outcome of which will be to
remediate legacy, unaccredited technology

As of 7 Dec 2015 around 14%
of the total Sussex Police
Windows XP computers have
been replaced with Windows 7
devices

31st March 2016

Low priority
Appendix B of the IT BC plan should be
expanded to include the priority 2 IT systems

IT will add the Priority 2 systems to the IT BC
plan once these have been reviewed and
agreed by the force

Awaiting update

31st Oct 2015

Medium priority

Management should ensure that the IT
Services Business Recovery Plan is fully
validated on an annual basis to help confirm
that the plan is adequately validated as
effective by completion of a lessons learnt
report

IT will work with the force BC Coordinator to
schedule in an annual testing of the IT BCP
followed by a lessons learned exercise and
subsequent updating of the IT BCP, as
necessary

The IT BC Rep is confirmed as
Malcolm Naftel

31st March 2016

Appendix D



