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1. Purpose of report

Internal audit reviews culminate in an opinion on the assurance that can be placed on the effectiveness of the framework of risk management,
control and governance designed to support the achievement of management objectives of the service area under review. To ensure we
continue to conform to best practice principles, for 2020/21 reviews we have adopted the standardised terminology and definitions promoted
by CIPFA for internal audit engagements across the whole of the public sector. The assurance opinions are categorised as follows:

Substantial A sound system of governance, risk management and control exists, with internal controls operating effectively and being
consistently applied to support the achievement of objectives in the area audited.

Reasonable  There is a generally sound system of governance, risk management and control in place. Some issues, non-compliance or
scope for improvement were identified which may put at risk the achievement of objectives in the area audited.

Limited Significant gaps, weaknesses or non-compliance were identified. Improvement is required to the system of governance, risk
management and control to effectively manage risks to the achievement of objectives in the area audited.

No Immediate action is required to address fundamental gaps, weaknesses or non-compliance identified. The system of
governance, risk management and control is inadequate to effectively manage risks to the achievement of objectives in the
area audited.

* Some reports listed within this progress report (pre 2020/21 audit plan) refer to categorisations used by SIAP prior to adoption of the CIPFA standard
definitions, reference is provided at page 14
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2. Performance dashboard — 2020/21

0% Yet to
commnece

p_——

% of 2020/21

plan delivered 38%

(target 90% to Scoping /

draft report by fieldwork
31 March)

56%

Complete

.

6% Draft
report
issued

Days delivered

Sussex 2020/21 plan Joint Sussex and Surrey
2020/21 plan
Original Plan Days 211 292
Revised Plan Days 196 257
Days delivered 162 209
Percentage of revised 83% 81%
plan delivered
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3. Status of ‘Live’ Reports

Audit Review

ERP Payroll Extra Costs

Project and Programme Management
OPCC GDPR

Benefits Realisation from Investment
IT: Data Centre

IT: Data Storage and Back Up

IT: Capacity and Management
Performance

Main Accounting

Payroll
IT: Resource Management
Commercial Unit

Pensions Administration
IT: Cyber Security

IT: Application Management

Joint Procurement

Report
Date

May 19
Sept 19
Oct 19
Jan 20
May 20
May 20

May 20
May 20
May 20
June 20

Sept 20
Sept 20

Oct 20

Oct 20
Nov 20

Audit
Sponsor

CFO (PCC)
CFO (CC)
CFO (PCC)
CFO (CC)
CFO (CC)
CFO (CC)

CFO (CC)

CFO (CC)
CFO (CC)
CFO (CC)
CFO (CC)
CFO (CC)

CFO (CC)

CFO (CC)
CFO (CC)

Assurance
Opinion

Limited
Adequate
Adequate
Adequate

Limited

Limited

Limited

Adequate

Adequate
Limited
Limited
Limited

Limited/Adequ
ate

Limited

Reasonable

No. Recommendations Made/Management Actions

Reported No action - Pending Actioned Overdue
risk (Not yet Due)
accepted

Priority

1

3 3
3 2 1*
4 2
8 7
11 8
7 1 5
5 5
5 3
16 6
14 2
17 17
5 2 3
3 3
6 1 5
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Recruitment Dec 20 CFO (CC) Reasonable 2 2
IT Business Continuity and Disaster .
CFO (CC 4
Recovery (19/20) Jan 21 (CQ) Limited 10 2 4
Safeguarding Jan 21 CFO (CC) Substantial 0
Business Continuity Jan21 CFO (CC) Reasonable 4 3 1
Information Governance Jan 21 CFO (CC) Reasonable 2 2
Main Accounting Jan 21 CFO (CC) Substantial 0
Risk Management (OPCC) Jan 21 CFO (CC) Substantial 0
Risk Management (Force) Feb 21 CFO (CQ) Substantial 0
Proactive Fraud — Procuremnt Mar 21 CFO (CC) N/A 7
Follow up of 2019/20 IT reviews Mar 21 CFO (CC) N/A 0 7
TOTAL 133 18 78
Key R
| CFO (CC) Chief Finance Officer — Chief Constable Chief Finance Officer — PCC

*The OSPCC compliance rates for the mandatory ‘Managing Information’ NCALT training package have increased to 97%. There is now
only one member of OSPCC staff who is yet to complete this training package. Mark Streater, Chief Executive & Monitoring Officer, has
asked this individual to complete this course as soon as possible. The compliance levels for this and each of the other mandatory NCALT

packages continue to be monitored regularly by the Senior Management Team.

More detailed information regarding overdue management actions is contained in the management report from the Executive Director

Finance and Commercial Services.
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4. Rolling work programme

Audit Review

2019/20 Audit Plan
carry forward

Audit
Sponsor

Scoping

Audit
Outline
Issued

Fieldwork
1.Start 2.
complete

Draft Report
Issued

Final Report
Issued

Assurance
Opinion

Status

Comment (to include

close of audit date if

draft not issued / flag
if management

response 20 days +)

Collaborated Plan

CFOs to the

Pensions Arrangements  CCs & CFOs 7.10.19 16.10.19 12.11.19 02.06.20 08.09.20 Limited
to PCCs 22.04.20
. . CFOs to the -
Commercial Unit 27.01.20 31.01.20 18.02.20 08.07.20 08.09.20 Limited
CCs & CFOs
to PCCs
Cyber Security
(also includes planned CFOs to the 21119
reviews of security CCs&CFOs  12.08.19 02.09.19 T 18.09.20 07.10.20  Adequate/Limited
to PCCs 17.06.20
controls and network
security and access)
ﬁﬂpp"cat'on CFOstothe  09.01.20 15.01.20 17.01.20 13.08.20 20.10.20 Limited
anagement CCe & CFOs 03.08.20
to PCCs
IT Business
.. . CFOs to the 05.05.20 ..
Contmwty/Dsa_ster CCs & CFOs 08.01.20 24.01.20 07.10.20 06.11.20 11.01.21 Limited
Recovery Planning to PCCs
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Audit Review

2020/21 Audit Plan

Audit
Sponsor

Scoping

Audit
Outline
Issued

Fieldwork
1.Start 2.
complete

Draft Report
Issued

Final Report
Issued

Assurance
Opinion

Status

Comment (to include
close of audit date if

draft not issued / flag
if management
response 20 days +)

Sussex Police Plan

PCC Partnerships CFO OPCC 07.05.20 19.05.20 29.07.20 29.07.20 20.08.20 Reasonable
Poli d Cri Pl 16.04.20 23.04.20 01.05.20 08.06.20 09.07.20 Reasonable
olice an rime Flan CFO OPCC U4, U4, 15.05.20 .Uob. U/,
CFO OPCC .08. )
Independent Visitors 16.07.20 21.07.20 03.08.20 08.10.20 28.10.20 Substantial
24.09.20
CFO to the
Safeguarding CC & CFO to 03.09.20 22.09.20 13.10.20 13.01.21 18.01.21 Substantial
PCC
Planned for Q1.
CFO to the 09.11.20 .
Custody CC & CFO to 05.10.20 02.11.20 19.01.21 11.02.21 Delayed due to Covid.
PCC Moved to Q3
. . CFO to the
Crime Recording Data ¢ ¢ cro o 27.07.20 31.07.20 17.08.20 16.10.20 10.11.20 Substantial
Quality PCC 25.09.20
CFO to the 17.07.20
Treasury Management  CC & CFO to 29.06.20 02.07.20 el 01.10.20 07.10.20 Substantial
PCC 04.09.20
Ero-actlve Frtaud - Fotothe 210920 22.09.20 gigig 211220  05.03.21 N/A
rocuremen C & CFO to A1,
PCC
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Audit Review

Audit
Sponsor

Scoping

Audit
Outline
Issued

Fieldwork
1.Start 2.
complete

Draft Report
Issued

Final Report
Issued

Assurance Status Comment (to include

Opinion close of audit date if

draft not issued / flag

if management
response 20 days +)

Risk Management — CFO to the 25.11.20 .
A1.2 19.11.2 18.01.21 12.02.21 Substantial
Sussex Police cc 09.11.20 9-11.20 07.01.20
Risk Management — CFO to PCC 25.11.20 .
1. 1. 18.01.21 21.01.21 Substantial
OSPCC 09.11.20 24.11.20 07.01.21
. Planned for Q1.
Complaints 03.12.20 7.12.20 18.01.21 Delayed due to Covid.
Management - Force CFO to the
cc Moved to Q3
Complaints CFO to PCC
Management - OPCC 30.11.20 07.12.20 01.02.21
Seized and Found CFO to the
property and cash CC & CFO to i
18.12.2 .01.2 14.01.21 Close meeting booked
(Proceeds of Crime Act / PCC 8 0 07.01.20 4.0 for 12 Oi ”
Police Property Act or 12.Ls.
Sussex Local Resilience
Forum - Information CFO to the 22.06.20
14.05.2 27.05.2 11.09.20 28.09.20 Reasonable
and Decision Making - ~ CC &CFOto 4.05.20 7.05.20 17.08.20
Audit Trail PcC
Collaborated Plan
20/21
' o CFOs to the 29.09.20 29192 19,0191 o Moved to joint plan
Business Continuity CCt(S) i&C(ISOS 16.07.20 22.09.20 16.12.20 12.20 9.01. Reasonable from Sussex only plan
Q4 brought forward to
Main Accounting CFOs to the 17.12.20 Q3. Separate reviews.
CCs & CFOs 20.10.20 29.10.20 e 18.01.21 27.01.21 Substantial .
System to PCCs 14.01.21 Testing planned for

December
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Audit Review

Audit
Sponsor

Scoping

Audit
Outline
Issued

Fieldwork
1.Start 2.
complete

Draft Report
Issued

Final Report
Issued

Assurance
Opinion

Status

Comment (to include
close of audit date if
draft not issued / flag

if management
response 20 days +)

CCs & CFOs 28.07.20 10.08.20 Bee 26.10.20 19.11.20 Substantial
to PCCs 13.10.20
Accounts Receivable CFOs to the Q4
CCs & CFOs 07.12.20 24.12.20 02.02.21
to PCCs
CFOs to the Q4
Pensions CCs & CFOs 17.12.20 05.01.21 02.02.21
to PCCs
CFOs to the 01.12.20 Q3
Accounts Payable CCs & CFOs 04.11.20 11.11.20 v 03.03.21
to PCCs 02.02.21
CFOs to the Q4
Payroll CCs & CFOs 11.12.20 18.12.20 14.01.21
to PCCs
CFOs to the 26.08.20
Recruitment CCs & CFOs 22.07.20 31.07.20 T 22.10.20 01.12.20 Reasonable
to PCCs 02.10.20
CFOs to the 13.07.20
Joint Procurement CCs & CFOs 18.06.20 02.07.20 N 29.09.20 13.11.20 Reasonable
to PCCs 24.08.20
Governance of CFOs to the 01.09.20
Collaborative CCs & CFOs 13.07.20 04.08.20 e 25.11.20 01.12.20 Substantial
to PCCs 05.11.20
Arrangements
. CFOs to the
Information CCs&CFOs  02.07.20  23.07.20 04.08.20 281020  21.01.21 Reasonable
Governance/GDPR to PCCs 23.09.20

10
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Audit Review

Audit
Sponsor

Scoping

Audit
Outline
Issued

Fieldwork Assurance Status
1.Start 2.

complete

Draft Report
Issued

Final Report
Issued

Comment (to include

Opinion close of audit date if

draft not issued / flag
if management
response 20 days +)

CFOs to the Foll fth
CCs & CFOs oflow up ot the
General follow Up to PCCs 04.03.21 2019/20 Commercial
Unit audit
o CFOs to the Q4 DAO issued 12.2.21
Momtormg, Assurance CCs & CFOs 10.01.21 12.2.21
and Compliance to PCCs
CD&IO Q2 —delays in
completing fieldwork
02.09.20 L
IT Asset Management 21.07.20 31.07.20 12.02.21 due to availability of
o contacts. Closed on
12.2.21
Q3 - was planned for
Q2 but delayed due to
need to review third
Security Controls 22.10.20 6.11.20 16.12.20 party assurance in this
area to determine
CD&IO scope.
ificati CD&IO
Data Classification / 11.11.20 1.12.20 19.1.21 Q3
Data Governance
Q2 — was planned for
Systems Life Cycle 25.09.20 Q3 but brought
CD&IO .07.2 2.09.2
Support and Planning 30.07.20 02.09.20 10.02.21 forward. Closed on

10.2.21

11
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Audit Review Audit Scoping Audit Fieldwork Draft Report  Final Report Assurance Status Comment (to include
Sponsor Outline 1.Start 2. Issued Issued Opinion close of audit date if
Issued complete draft not issued / flag

if management
response 20 days +)

15.10.20 Draft final issued

FoII‘ow up of 2019/20 IT CD&IO 01.10.20 13.10.20 10.02.21 22.02.21 05.03.21 N/A 02.03.21
reviews

The following variations have been made to the 2020/21 internal audit plan since it was presented to the Joint Audit Committee in September
2020.

Removed from plan as follow up work was effectively carried out as part of the 2019/20 resource

Project Management Practices, Reviews . . . ] . .
) & management’ review. Time will be used for increased IT follow up activity.

and Project Controls

Firearms Licensing Moved into the 2020/21 plan due to a new system being implemented.
ERP Pre go-live review of control maps Varied out of the plan due to delays in the programme.
ERP Transition Readiness Varied out of the plan due to delays in the programme.

Sussex Resilience Forum - information Review added at management request - commissioned on behalf of the SRF. Time taken from the JAC
and decision-making audit trail Discretionary allocation.

12
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Annexe 1 - Assurance opinions and definitions used by SIAP prior to adoption of the CIPFA standard definitions

Substantial

Adequate

Limited

No

A sound framework of internal control is in place and operating effectively. No risks to the achievement of system objectives have been
identified

Basically, a sound framework of internal control with opportunities to improve controls and / or compliance with the control
framework. No significant risks to the achievement of system objectives have been identified

Significant weakness identified in the framework of internal control and / or compliance with the control framework which could place
the achievement of system objectives at risk

Fundamental weaknesses identified in the framework of internal control or the framework is ineffective or absent with significant risk
to the achievement of system objectives.

13



